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INTRODUCTION

Modern healthcare is undergoing a fundamental inversion of data power. For decades,
electronic medical record (EMR) vendors, insurers, and data aggregators have captured the
value of patient information, while patients themselves remained passive data sources. As
generative Al, genomics, and real-world evidence (RWE) platforms converge, this
imbalance is no longer sustainable. Patients now expect not only privacy but also
ownership, control, and economic participation in the use of their health data. '

The Circle Health Coin (CHC) initiative directly addresses this transformation. It
proposes a secure, token-based mechanism for patients and physicians to manage and
monetize verifiable health-data contributions within a federated governance architecture.
Circles—the underlying data-capture framework—enable distributed, privacy-preserving
aggregation of longitudinal health information, while CHCs layer on blockchain-secured
value issuance. Fach token represents a measurable unit of real-world evidence, the value of
which is derived from independently validated criteria such as longitudinality, depth of
information, and data integrity.

Where Circles federate data, Circle Health Coins federate trust. By linking verifiable data
provenance to transparent, regulated token issuance, the model ensures that contributors—
patients, clinicians, and research sites—are incentivized to share high-quality information
without relinquishing control. The architecture conforms to emerging regulatory
expectations for provenance, consent traceability, and auditability under frameworks such as

the 21 CFR Part 11, HIPAA Privacy Rule, and the EU GDPR. 2 °

Economically, the system creates a pathway from proof-of-contribution to proof-of-value.
In early phases, CHCs function as non-speculative utility tokens enabling data access and
research attribution. In later stages, as regulatory clarity expands under proposed U.S.
stable-coin and market-structure legislation ‘ they can support fiat-backed or treasury-
indexed exchange models. This evolution allows the ecosystem to mature from closed
scientific collaboration toward transparent, regulated value exchange across healthcare, life

sciences, and public-policy domains.

Ultimately, Circle Health Coins advance a vision of a learning health system in which
patients and clinicians remain the sovereign custodians of verified data. By aligning
incentives, enforcing integrity, and embedding compliance at the protocol level, the
framework transforms data ownership from an ethical aspiration into an operational reality.
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EXECUTIVE SUMMARY

Overview

Healthcare has entered a new era of data abundance. Every clinical encounter, wearable
sensor, and genomic sequence generates information of extraordinary scientific and
economic value. Yet patients—the very source of this data—rarely control it, cannot verify
its use, and derive none of its financial or research benefits.

The Circle Health Coin (CHC) framework proposes a new model: one in which patients,
clinicians, and researchers share verifiable ownership of and participation in the value their

data create.

This system builds upon Circles, a proven federated data architecture that allows healthcare
institutions to collaborate without centralizing data. CHCs extend that architecture by
creating a tokenized layer of trust and value, ensuring that every verified informational
contribution is recognized, auditable, and—within regulated boundaries—economically
meaningful.

The Problem: Structural Failures of Health Data Governance

Healthcare data systems were never designed for the modern digital economy. Regulatory
frameworks such as HIPAA and GDPR protect privacy but not equity; they focus on what
cannot be done with data, rather than what should be done fairly. As a result:

> DPatients lack control. Health records are legally and technically owned by
custodians—hospitals, insurers, and vendors—not by individuals.

> De-identification no longer guarantees safety. Advances in Al, genomics, and data
linkage have made re-identification trivial in many contexts.

> Consent models have collapsed. Static, one-time consent cannot keep pace with
continuous data generation, leading to “consent fatigue” and ethical erosion.

> Economic asymmetry persists. EMR companies, data aggregators, and analytics
tirms generate billions annually from de-identified health data, while patients receive
nothing.

> Governance remains fragmented. No unified provenance or audit system connects

consent, data use, and value distribution across institutions.

This environment produces what economists call informational extraction—a model where
informational value accrues entirely to intermediaries while data creators bear the risk.

Copyright 2025 © RegenMed, Inc.




G Regen

Master White Paper: Circle Health Coins
November 2025
Page 9 of 73

Global Policy and Market Momentum

Regulators worldwide now recognize that informational rights cannot end at de-

identification.

> In the U.S,, the FTC and HHS OCR have begun treating data misuse as a deceptive
practice even when technically anonymized.

> In Europe, the GDPR and forthcoming European Health Data Space (EHDS)
require provenance, consent traceability, and secure data processing environments.

> Internationally, the OECD, WHO, and UNDP advocate frameworks for equitable
data participation and transparency.

This convergence of policy creates a once-in-a-generation opening for systems that can
embed equity, transparency, and compliance into the infrastructure itself.

The Citcles Foundation: Federated Trust Architecture

Circles address the fundamental architectural flaw of healthcare data sharing: the need to
aggregate information to analyze it. Using federated learning and secure multiparty
computation, Circles enable multi-institutional collaboration without moving data from

local control.

Each participating site—academic center, clinic, or research organization—hosts its own
Local Data Node (LDN), retaining full governance. Encrypted coordination protocols
allow models to be trained across these nodes without exposing patient-level data. Every
analytic transaction generates a cryptographic proof of compliance recorded on an

immutable governance ledger.

Circles thus achieve the previously unattainable balance of data utility, privacy, and
accountability—a prerequisite for the next step: turning federated trust into federated

value.

The Circle Health Coin: Turning Trust into Value

The Circle Health Coin (CHC) extends Circles by creating a value layer on top of this
federated trust infrastructure. Each CHC represents a verified contribution of patient or
clinical data to the real-world evidence (RWE) ecosystem. CHCs are not speculative
cryptocurrencies; they are utility and governance tokens that:

> Encode proof-of-contribution (data provenance, consent, and validation).
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> Enable proportional reward distribution among patients, clinicians, and institutions.

> Operate within permissioned, regulator-aligned networks rather than public
crypto markets.

Issuance is governed by the LDI Index, weighting:

> Longitudinality — continuity and duration of patient follow-up;
> Depth — richness of data modalities (e.g., vitals, imaging, genomics);
> Integrity — completeness, consent verifiability, and audit status.

This formula ensures that value flows to quality, not quantity—aligning ethical, scientific,
and economic incentives.

Security and Legal Compliance

CHGC:s rely on permissioned blockchain architecture, ensuring every issuance and
transfer event is verifiable yet privacy-preserving.

> HIPAA / GDPR Compliance: Only cryptographic hashes and metadata are
recorded on-chain.

> Regulatory Classification: Structured to remain a utility token, not a security, under
FIT21 (U.S.) and MiCA (EU).

> Transparency: Governance, issuance policy, and audit logs are publicly visible while
preserving data anonymity.

The Circle Health Coin Foundation (CHCF) provides independent oversight, ensuring
that governance decisions are transparent, equitable, and compliant with financial and
ethical norms.

Phased Path to Monetary Value

CHC:s evolve through four regulated stages:

Phase Description Regulatory Basis
I — Proof-of-Contribution Recognltl.on of verified data SEC/ FITZl Utility Token
contributions; non-transferable. Exemption
II — Fiat-Backed Access Closed-loop redemption via fiat- Stablecoin Regulation Act /
Credits pegged research credits. MiCA E-Money Token
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Phase Description Regulatory Basis
ITI — Treasury & Market-derived benchmark for
Reference Value Index informational value. OBCD Transparency Standards
IV — Regulated Institutional redemption through FSOC / SEC / CFTC
Convertibility audited resetves. Oversight

At every stage, legal risk and monetary exposure are managed progressively, ensuring
compliance remains synchronized with innovation.

Governance and Oversight

The CHC ecosystem will operate under multi-stakeholder governance administered by
the Circle Health Coin Foundation:

> Council: Sets issuance policy and oversees audits.
> Node Operators: Validate transactions across authorized institutional nodes.

> Ethics and Algorithm Board: Ensures fairness in LDI scoring and reward
distribution.

> Public Dashboards: Publish aggregate issuance and circulation data for transparency.

Governance evolves in parallel with scale: from pilot oversight to international
standardization, culminating in formal recognition by regulatory and multilateral bodies
(e.g., WHO, OECD).

Implementation Roadmap

Deployment will proceed through four phases:
> Pilot (Years 1-2): Launch Circles-integrated nodes in leading academic centers; issue
CHC:s for 5,000+ verified patients; independent compliance audit.

> Expansion (Years 2—4): Onboard additional health systems and life-science partners;
integrate CHC APIs with major EMRs and RWE platforms.

> Institutionalization (Years 4—6): Establish independent CHC Foundation; embed
within global health-data governance frameworks; achieve third-party accreditation.

> Long-Term Evolution (6+ Years): Smart-contract policy automation, cross-domain
token interoperability, and sustainable treasury economics.
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This phased approach aligns innovation, regulation, and adoption in a verifiable, risk-
managed progression.

Strategic and Ethical Implications

The CHC framework addresses the central inequity of modern medicine: who benefits
from data-driven innovation. By redistributing informational value through verifiable
contribution, CHCs restore legitimacy to data-driven research and align it with public good.

> For institutions, CHCs reduce compliance overhead and enable monetization of
verified RWE.

> For researchers, they improve data quality and reproducibility.

> For patients and clinicians, they transform participation into recognized
ownership—ethical and economic.
This model also aligns with the long-term trajectory of Al regulation and digital-health
ethics: as algorithms increasingly depend on real-world data, only systems with
demonstrable provenance, consent, and value equity will remain viable.

The Strategic Horizon

Opver the next decade, federated data ecosystems and tokenized informational assets will
redefine how knowledge and value circulate in healthcare. The Circle Health Coin model
provides a blueprint for that transformation—grounded in technical feasibility, legal
compliance, and ethical foresight.

It moves healthcare from a world where data are collected to one where data are
contributed, and where participation yields both trust and tangible value. In doing so, it
sets a new global standard: healthcare data economies built not on extraction, but on
reciprocity, accountability, and shared prosperity.

Summary Statement

Where Circles federate data, Circle Health Coins federate trust and value.

Together they create the foundation for an ethical, compliant, and economically inclusive
digital health future—one where every participant can both contribute to and benefit from
the collective intelligence of human health.
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THE PROBLEM: DISEMPOWERED PATIENTS AND FRAGMENTED DATA

Despite vast digitalization, modern healthcare remains structurally misaligned with the
principle of patient sovereignty. Data about individuals—diagnoses, prescriptions, lab
values, genomics, and even consumer-generated biometrics—flow continuously through
clinical and commercial networks, yet patients themselves rarely determine how, when, or
by whom their data are used. ’

Ownership and Control Over Patient Data

Historically, the notion of data ownership has been ill-defined. In the United States, medical
data are legally controlled by custodians such as providers or EMR vendors rather than by
the individuals they describe. ° Patients may request copies but cannot typically prevent
secondary use once de-identified. This model stands in tension with emerging societal and
ethical norms that treat health data as an extension of personal identity. ’

The Shifting Landscape of Health Data Sources

Digital medicine and wearable technology have created a proliferation of patient-generated
health data (PGHD) that sit outside traditional custodial systems. Genomic testing,
continuous glucose monitoring, digital pathology, and Al-assisted imaging all produce
datasets of unprecedented granularity. * Yet, without standardized consent and governance
mechanisms, these data streams are often commodified through opaque commercial
channels, effectively sidelining patient agency.

What Patients Expect: Ownership, Control, and Autonomy

Public surveys consistently reveal a growing expectation that patients should control not just
access to their information but also its monetization.” The tise of class-action litigation in the
U.S. and EU—targeting unauthorized use of de-identified or “anonymized” data—signals a
cultural shift from passive consent toward active data rights. ' In Europe, the GDPR
explicitly recognizes data subjects’ rights to erasure and portability, and emerging
frameworks like the European Health Data Space (EHDS) extend these rights into

cross-border health data use. ™!

Implications for Data Governance

The proliferation of heterogeneous data sources has produced a fragmented governance
landscape. Hospitals, insurers, life-science companies, and app developers each operate
under different data-sharing frameworks, making end-to-end provenance tracking almost
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impossible. ' Without unified standards for data lineage, patients cannot verify whether
their consent persists through re-use or linkage. This opacity erodes both scientific
reproducibility and public trust—undermining the evidence base upon which Al-driven
medicine depends.

Security, Trust, and the Limitations of Traditional Authentication

Traditional authentication methods—passwords, email verification, and single-point
logins—are inadequate for the sensitivity and economic value of health data. Breaches at
major providers and data brokers have exposed millions of records to misuse. > In
contrast, decentralized identity frameworks, built atop blockchain or distributed-ledger
technology, enable multi-factor, cryptographically verifiable control without centralized
exposure. '* These architectures allow individuals to authenticate participation in data-
sharing ecosystems without relinquishing underlying information.

Why Patient Control of Even De-Identified Data Is Inevitable

Even when anonymized, health data can often be re-identified through mosaic linkage—
combining disparate datasets such as genetics, demographics, and geolocation. > As
computational power and Al-assisted analytics improve, the threshold for re-identification
continues to fall. Consequently, regulators, courts, and patient advocates increasingly
recognize de-identified data as potentially identifiable and therefore subject to personal data
rights. Combined with the cultural shift toward data self-determination, these forces make
eventual patient control over all derivative uses of their data not merely likely, but
inevitable. '°

Summary

Patients today inhabit a paradoxical position: they generate the most valuable class of data in
modern science, yet possess the least authority over its use. The combination of fragmented
custodianship, weak consent mechanisms, and outdated security models perpetuates both
economic and ethical inequities. This status quo is unsustainable. The next generation of
governance must deliver not only privacy but verifiable ownership, accountability, and
equity—principles operationalized by the federated and tokenized structures introduced in
subsequent sections.
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THE GROWING VALUE OF PATIENT DATA

Patient data have evolved from episodic clinical records into dynamic, multi-dimensional
assets encompassing biological, behavioral, and environmental variables. What once
consisted of vital signs and billing codes now includes genomic, proteomic,
metabolomic, and lifetime phenotypic trajectories that together define the most
complete record of human biology ever assembled. '’ As data granularity and longitudinal
capture expand, the value of these datasets—scientifically, economically, and socially—rises
exponentially.

From Vital Signs to Omics to Lifetime Trajectories

The early digitization of healthcare focused on administrative efficiency and clinical
recordkeeping. Modern data ecosystems, by contrast, capture continuous and multidomain
signals—from high-throughput sequencing to wearable-sensor telemetry—creating an
integrated map of each patient’s biological and behavioral state. " This evolution
transforms patient data from a static byproduct of care into an asset of enduring research
and commercial relevance.

The Inclusion of Genomics and Other Omics Elevates the Asset

Genomic and multi-omic data multiply the potential of patient information by linking
molecular signatures with clinical outcomes. The ability to connect DNA variants, gene-
expression profiles, proteomic patterns, and metabolomic pathways to real-world

therapeutic responses enables precision medicine and population-level risk stratification.

Such data, however, carry heightened privacy risks and ethical weight because they are
uniquely identifiable, familial, and lifelong. As a result, they confer both greater scientific value
and moral sensitivit)—underscoring the need for governance systems that balance innovation
with protection.

Why Lifetime and Longitudinal Capture Increases Value

Data that track a patient over time—across interventions, outcomes, and environments—
possess a “compounding’ scientific and economic value. Longitudinality enables discovery
of causal patterns that static datasets cannot reveal: delayed drug effects, chronic-disease
trajectories, and socio-environmental determinants of health. * From a market perspective,
the combination of depth (omics) and continuity (lifetime data) yields a dataset that is more

predictive, less replaceable, and therefore more valuable.

Copyright 2025 © RegenMed, Inc.




G Regen

Master White Paper: Circle Health Coins
November 2025
Page 16 of 73

Stakeholder Implications: Why This Richer Data Asset Matters

For clinicians, longitudinal datasets support continuous learning and adaptive care pathways.
For researchers, they enable reproducible real-world evidence (RWE) and multi-modal
modeling. For life-science firms, they underpin drug development, pharmacovigilance, and
companion-diagnostic strategies.

For insurers and policymakers, they improve population-health analytics and risk
adjustment. Yet for patients, the same data often produce no direct benefit—highlighting a
persistent asymmetry between data contribution and data-derived value. *'

Challenges and Caveats

As the value of patient data grows, so does its vulnerability. Genomic datasets and
continuous monitoring streams increase the risk of re-identification and unauthorized
inference. * Moreover, unequal access to advanced diagnostics or data-sharing networks
risks deepening health inequities.

The absence of standardized frameworks for provenance, consent, and compensation
threatens to undermine both scientific trust and public legitimacy. Without transparent
mechanisms to measure and reward contribution, patients remain excluded from the very
value they generate.

Summary

The transformation of patient information—from vital signs to omics and longitudinal
histories—marks a decisive turning point. Health data are no longer administrative records;
they are core economic and scientific assets. However, unless ownership, consent, and
compensation mechanisms evolve alongside technical sophistication, the gap between data
creators and data beneficiaries will only widen. This imbalance sets the stage for the next
section: the question of who currently captures that value—and why not the patient.

WHO CAPTURES THE VALUE — AND WHY NOT THE PATIENT

The economic value generated by health data has largely been captured by intermediaries—
electronic medical record (EMR) vendors, data brokers, insurers, and analytics
firms—while patients remain uncompensated for the use of their own information. What
began as the secondary utilization of anonymized datasets for research has evolved into a

multibillion-dollar industry whose profits hinge on large-scale patient data aggregation. *
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The Business Model: Health Data as a Commodity

Global markets now treat de-identified health data as a commodity asset class. Companies
such as IQVIA, Truveta, and Optum aggregate data from hospitals, insurers, and
laboratories, reselling access to pharmaceutical, Al, and analytics firms. ** These
transactions are rarely transparent to the individuals whose data fuel them. In the United
States alone, secondary use of health data generates tens of billions of dollars annually,
while patients neither consent explicitly nor receive remuneration.

The value chain functions through a series of “data translation” layers:

Providers record encounters in EMRs.
Vendors standardize and anonymize datasets for resale.

Aggregators integrate multiple sources into population-level products.

vV V VYV V

Pharmaceutical and Al firms license these datasets to accelerate research and model
training,

At each step, value accrues to intermediaries, not originators.

Key Industry Participants Capturing Value

EMR Vendors. Major platforms such as Epic and Cerner collect vast troves of patient
information under contractual “data-use” clauses, monetizing insights through
interoperability partnerships and analytics products. *

Payers and Pharmacy Benefit Managers (PBMs). Claims and prescription data are
routinely analyzed to predict utilization patterns, guide formulary design, and negotiate
rebates—creating proprietary data products sold to life-science and investment firms.

Data Brokers and Aggregators. IQVIA, Veradigm, and similar entities have built
enormous valuation multiples on the resale of curated, de-identified datasets. Their profits
demonstrate how health data, when aggregated and contextualized, behave like a traded

commodity.
Why the Patient Does Not Capture Value
Several structural factors prevent patients from realizing economic benefit:

» Custodial Ownership: Legal frameworks define health records as the property of
providers or custodians rather than the subjects they describe. *

Copyright 2025 © RegenMed, Inc.




C Regen

Master White Paper: Circle Health Coins
November 2025
Page 18 of 73

> De-Identification Loopholes: Once data are anonymized, they fall outside most
privacy regulations, allowing resale without consent.

> Information Asymmetry: Patients lack the knowledge or mechanisms to participate
in data markets.

> Fragmented Provenance: Data are split across institutions and devices, preventing
patients from presenting a unified, verifiable dataset for exchange.

These factors collectively entrench a model in which o#hers extract value from patients’
informational labor.

Ethical and Policy Resonance

The inequity of this arrangement has drawn increasing scrutiny from ethicists, regulators,
and courts. Litigation following the bankruptcy of consumer-genomics companies, such as
23andMe, raised public concern that personal genomic data could be treated as a sellable
asset in insolvency proceedings. ** European regulators have similatly emphasized that de-
identified or “pseudonymized” health data remain within the scope of the GDPR when re-
identification risk exists.

Patient-advocacy movements now argue that individuals should share in the downstream
value of their data, particularly when it contributes to commercial products or AI models.
Class actions in both the U.S. and EU increasingly seek compensation or injunctive relief
for unauthorized reuse of de-identified datasets. * The policy direction is clear: data derived
from persons cannot be permanently detached from their moral and legal interests.

Implications for Patient-Centric Platforms and RWE Ecosystems

Real-world-evidence (RWE) platforms are uniquely positioned to model a new standard of
equitable data participation. By linking provenance, consent, and compensation, these
systems can reverse the extractive logic that currently dominates health-data markets. A
federated model—where data remain locally governed but globally analyzable—allows
patients and clinicians to retain sovereignty while still enabling large-scale research.

The Circle Health Coin framework builds precisely on this principle: transforming
informational contribution into measurable, auditable, and rewardable participation.

Summary

The present health-data economy mirrors a classic asymmetry: those who generate value do
not share in it. EMR vendors, aggregators, and insurers have turned patient information into
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proprietary capital, while the individuals behind the data remain invisible to the value chain.
Correcting this imbalance requires mechanisms that enable patients to control, verify, and
benefit from their informational assets—a gap the Circle Health Coin model is designed
to fill.

LEGAL AND POLICY LANDSCAPE

United States: Litigation and Regulatory Flashpoints

U.S. health-data governance is defined by a patchwork of sector-specific rules—HIPAA,
HITECH, and 21 CFR Part 11—that were designed for institutional custodians rather
than networked ecosystems. As data aggregation and Al analytics expanded, this framework
left major gray zones around secondary use, de-identification, and commercialization.

In recent years, a wave of class-action lawsuits has challenged the notion that de-
identified data fall outside patient control. Cases such as In re Google Healthcare Data Breach
Litigation and Doe v. Meta Platforms allege that hospitals and app developers transmitted

identifiable health data to third parties without consent * *'. Parallel actions have targeted

hospital websites embedding third-party tracking pixels, resulting in multimillion-dollar

settlements and prompting renewed federal enforcement. **

Regulatory agencies are responding. The Federal Trade Commission (FTC) has asserted
jurisdiction under its “unfair and deceptive practices” authority, penalizing digital-health
firms for misrepresenting data-sharing practices. > The Office for Civil Rights (OCR)
within HHS has clarified that de-identification must now be risk-based and contextual, not
purely technical. Together, these trends signal a shift toward recognizing patient
informational rights as continuing even after data abstraction.

Europe: GDPR and the Emergence of the European Health Data Space

The European Union’s General Data Protection Regulation (GDPR) established data
subjects’ rights to access, portability, and erasure, positioning personal data as a protected
extension of identity. Under Article 4, even pseundonymized datasets remain “personal” if re-

identification risk persists—a standard now reaffirmed by the European Data Protection
Board (EDPB). *
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Building upon the GDPR, the European Health Data Space (EHDS) initiative secks to
create a unified framework for cross-border secondary use of health data for research,
innovation, and policy planning. * The EHDS proposal mandates data-access
intermediaries, secure processing environments, and dynamic-consent mechanisms—
features that closely parallel the provenance and auditability layers envisioned within the

Circle Health Coin governance model.

Europe’s legislative trajectory thus anticipates a future in which patient consent,
provenance tracking, and compensatory mechanisms are inseparable from lawful data
use—a concept increasingly echoed in international forums such as the OECD Health

Data Governance Framework. *

Global Trends and Converging Policy Momentum

Outside the trans-Atlantic sphere, governments in Canada, Australia, and Singapore are
adopting similar data-sovereignty principles, emphasizing interoperability and citizen
participation. The World Health Organization (WHO) now advocates for “Health Data
Commons” architectures in which individuals retain agency through tokenized consent or

verifiable credentials.
Across jurisdictions, the unifying direction is unmistakable:

> Re-identification risk is treated as persistent, not theoretical.
> Consent must be dynamic and revocable.
> Patients must possess traceable visibility into how their data are used.

These pillars form the ethical and legal substrate upon which federated and tokenized
systems—Iike Circles and Circle Health Coins—can achieve compliance-by-design.

Policy Implications for RWE Platforms and Data Products

For Real-World Evidence (RWE) and digital-health platforms, compliance is no longer a
matter of legal sufficiency but of market legitimacy. Sponsors, regulators, and patients
increasingly demand verifiable provenance, transparent consent histories, and equitable
benefit-sharing. Systems incapable of demonstrating these attributes risk exclusion from

clinical-trial networks and payer partnerships.

Federated architectures that embed consent traceability, immutable audit logs, and
proportional reward mechanisms will align most naturally with the next generation of
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regulatory expectations. In this environment, compliance evolves from constraint to
competitive advantage—a principle central to the Circle Health Coin governance model.

CORE DATA-GOVERNANCE CHALLENGES

Even as privacy regulation expands, the infrastructure of health-data governance remains
fundamentally misaligned with both technical reality and patient expectation. The barriers

are not limited to law or policy—they are systemic failures of architecture, incentive, and

coherence. Five interlocking challenges define the current landscape.

Opacity of Data Provenance and Lineage

The foundation of trustworthy data use is the ability to trace each record’s origin, consent,
and modification history. Yet, in most systems, provenance is fragmented or entirely
absent. Health data flow through multiple custodians—providers, insurers, analytics firms—
without persistent identifiers or audit trails linking back to the data’s source or consent

conditions. *

This opacity undermines reproducibility and accountability. Researchers cannot verify that
data used in Al model training or RWE studies align with the intended consent scope.
Patients, in turn, have no visibility into whether their information has been reused or sold.
The result is a dual deficit: diminished scientific integrity and eroded public trust.

Failures of De-Identification as a Safety Mechanism

For decades, de-identification was treated as the cornerstone of privacy protection. Yet
advances in data linkage, genomics, and Al inference have rendered traditional
anonymization inadequate. ”” By cross-referencing supposedly anonymous datasets—e.g.,
genetic variants with public genealogical databases or mobility patterns with census data—
re-identification rates can exceed 80% under real-world conditions. *

Regulators and courts increasingly acknowledge that de-identified data are not immune to
privacy law when re-identification risk is nontrivial. ** Continued reliance on legacy de-
identification frameworks thus represents a form of regulatory lag that exposes both data
subjects and data holders to ethical and legal risk.

Consent Fatigue and the Collapse of Granularity

The one-time, blanket consent paradigm is collapsing under the weight of continuous
data generation. Patients now face dozens of consent requests from clinics, apps, and
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devices—most written in legalistic terms that fail to convey real comprehension. ** This
cognitive overload leads to “consent fatigue,” where individuals click “agree” reflexively,
negating the ethical foundation of informed participation.

Moreover, static consent models cannot accommodate ongoing data flows from wearables
or genomics. Each new use case—clinical research, Al development, or public-health
surveillance—requires re-contextualization of patient intent. Without dynamic, machine-
readable consent mechanisms, data governance becomes both operationally inefficient and
ethically indefensible.

Misaligned Incentives Across Stakeholders

The economics of health data reward volume and exclusivity rather than transparency and
quality.

> Providers and vendors are incentivized to retain data for competitive advantage.

> Pharmaceutical and analytics firms seck unrestricted access for model training and
product development.

> Patients, however, bear the risk of privacy loss without reciprocal gain.

This misalignment disincentivizes open data sharing, slows scientific progress, and
perpetuates inequity. ¥ Realignment requires architectures that embed reward mechanisms
proportional to verified data contribution—a foundational principle behind Circle Health
Coins.

Fragmentation of Governance and Auditability

Health data governance is a patchwork of institutional policies, incompatible systems, and
overlapping jurisdictions. Within a single patient’s journey, data may traverse hospitals
governed by HIPAA, research entities under Common Rule exemptions, and commercial
partners subject to FTC oversight. * No unified framework ensures continuity of consent
or auditability across these boundaries.

This fragmentation results in compliance silos: each actor believes itself compliant, yet the
system as a whole remains opaque. For Al-driven healthcare and cross-border RWE
networks, this structural incoherence is untenable. A federated governance model—where
policies travel with the data via machine-readable metadata—is now an operational
necessity.
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Equity and Data-Sovereignty Gaps

Data extraction has historically mirrored broader inequities. Populations with fewer
resources contribute disproportionately to data collection (e.g., through public hospitals or
government programs) yet benefit least from resulting innovations. * Moreover, low- and
middle-income countries often provide genomic diversity critical for AI model training, but

receive little reinvestment.

Emerging frameworks such as “data sovereignty” and “community data trusts” seek to
redress this imbalance by localizing governance and ensuring shared value. * The federated
principles underlying Circles and CHCs align with this global movement, offering a path to
operationalize data solidarity rather than exploitation.

Summary

Today’s health-data governance is a house built on obsolete foundations. De-identification
no longer guarantees privacy, consent mechanisms have lost credibility, incentives are
misaligned, and governance remains fragmented. The result is a system incapable of
sustaining either patient trust or scientific validity.

Solving these challenges requires more than incremental reform—it demands a structural
redesign. The next section introduces that bridge: a federated trust framework that links
technical architecture with ethical governance, paving the way for secure, auditable, and
equitable data ecosystems.

BRIDGE TO THE SOLUTION - FEDERATED TRUST FRAMEWORK

Healthcare’s data crisis is not merely a regulatory problem; it is an architectural one.
Centralized databases, opaque custodianship, and static consent models cannot sustain the
transparency, accountability, and equity demanded by modern medicine.

A new class of infrastructure—federated, provenance-aware, and cryptographically

verifiable—is required to transform data governance from compliance overhead into a

system of trust by design. ¥

Design Requirements Emerging from Policy and Standards

Across jurisdictions, policy evolution now points toward technical enforceability:
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Provenance and Lineage Tracking. Every dataset must include immutable
metadata showing origin, consent scope, and transformation history. *

Dynamic and Revocable Consent. Users must be able to modify or withdraw
permissions in real time, with downstream propagation.

Interoperable Auditability. Verification mechanisms must remain machine-readable
across systems and borders.

Value Transparency. Participants must be able to see how their data contribute to
outcomes or monetization events.

These requirements converge on one principle: federation—governance distributed across

trusted nodes, coordinated by cryptographic assurance rather than central authority.

What “Good” Looks Like: The Minimum Viable Provenance Stack

A “minimum viable provenance stack” for health data includes five interoperable layers:

>

Identity and Authentication Layer. Decentralized identifiers (DIDs) and verifiable
credentials establish participant identity without exposing underlying personal data. #

Consent and Policy Layer. Smart-contract logic encodes permissions, expiration,
and scope, allowing automated enforcement.

Data Integrity Layer. Cryptographic hashing ensures that data used in research or
analytics match the versions originally consented to.

Audit and Lineage Layer. Every access or modification event is immutably logged
and queryable by authorized parties.

Value and Attribution Layer. Tokenized mechanisms record contribution and
allocate rewards proportionally.

Together, these layers make provenance verifiable, continuous, and participatory, not

static or retrospective.

Why De-Identification and Static Consent Models Fail

Legacy privacy methods assume that once data are stripped of direct identifiers and consent

is captured at collection, ethical duty is fulfilled. In practice, these assumptions collapse

under modern analytics: re-identification risk rises, and one-time consent quickly becomes

obsolete. >

Static models cannot reflect the fluid reality of data reuse, linkage, and Al training.

A federated framework, by contrast, keeps consent and context alive—updatable,

traceable, and enforceable at each transaction.
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Dynamic and Continuous Consent as the Emerging Standard

Dynamic consent extends traditional ethics by making permission an ongoing relationship
rather than a one-time event. > Patients receive dashboards or mobile interfaces showing
who accessed their data, for what purpose, and with what outcomes. Researchers and
clinicians gain operational clarity, while regulators gain auditable trails.

Early pilots in the U.K. (NHS Digital), Australia (My Health Record), and Finland
(FairData) demonstrate feasibility and high patticipant satisfaction. ** Embedding this
functionality in distributed ledgers allows consent logic to travel with the data, independent
of institutional boundaries.

Federation as Operational Trust

Federated governance distributes both control and risk. Each participating node—hospital,
research center, or patient collective—retains local custody while contributing to global
learning models through privacy-preserving computation (e.g., secure multiparty analysis
ot federated learning). >

This approach eliminates the need for centralized pooling, mitigating breach risk and
satisfying emerging regulatory mandates for data minimization. Trust shifts from
institutional reputation to verifiable protocol.

From Federated Data to Federated Trust

When provenance, consent, and computation are all decentralized, the infrastructure itself
becomes the guarantor of integrity. Data no longer need to be moved to be useful;
algorithms move to the data. Auditability, security, and equity become emergent properties
of system design rather than after-the-fact assurances.

This is the precise inflection point where the Circles Framework enters—embodying these
design principles in practice and laying the groundwork for Circle Health Coins, which
extend the same trust logic to economic participation.

Summary

The failures described in earlier sections—broken provenance, consent fatigue, misaligned
incentives—are not isolated problems but symptoms of a centralized paradigm unfit for the
era of continuous, multi-omic data. A federated trust framework transforms governance
into infrastructure: verifiable, dynamic, and equitable. 1t is upon this foundation that Circles
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build a new ecosystem for real-world evidence, and Circle Health Coins translate verified

trust into measurable value.

THE CIRCLES FRAMEWORK - FEDERATED DATA CAPTURE

The Circles Framework operationalizes the federated trust principles outlined previously.
It is designed to enable the secure, auditable, and privacy-preserving aggregation of clinical
and real-world evidence (RWE) data across multiple institutions—without requiring data
centralization. By combining distributed architecture, cryptographic validation, and
governance automation, Circles transform compliance into a built-in property of the

system rather than a post-hoc process.

Origin and Purpose

The Circles model originated as a response to two converging needs:

> Researchers require access to multi-site data to generate statistically robust real-world
evidence.

> Patients and clinicians demand verifiable assurances that participation does not
compromise privacy or autonomy.
Existing data-sharing mechanisms fail on both fronts—either too centralized (risking
breaches and noncompliance) or too fragmented (impeding analysis). Circles were designed
to resolve this tension: a federated RWE infrastructure that connects without

collecting. **

Circles enable data collaboration across academic medical centers, community clinics, and
private research sites, each maintaining local governance while contributing to collective

learning.

Core Architecture

At its core, the Circles architecture consists of three interoperable layers:

> Local Data Nodes (LDNs). Each institution hosts its own secure node containing
patient-level data. Local custodians manage access according to site-specific IRB or
ethical-board requirements.

> Federation Layer. LDNs communicate through encrypted, privacy-preserving
channels that exchange model parameters, not raw data. Enables federated learning
and distributed analytics. Ensures data never leave their point of origin.
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> Governance and Provenance Layer. Smart-contract logic records every approved
query, model execution, and output lineage. Each transaction generates a
cryptographic proof of compliance, making provenance verifiable and auditable in
real time. 7
This design allows Circles to maintain HIPAA and GDPR compliance by construction, while
delivering research-grade data quality and reproducibility.

Federated Data Capture and Privacy Preservation

Traditional RWE studies rely on centralized databases that aggregate and normalize patient
data—approaches that often conflict with local privacy laws and patient expectations.

Circles replace aggregation with coordination.

> Data Minimization: Only essential features or model coefficients are shared,;
personal identifiers remain local.

> Differential Privacy: Statistical noise protects against reverse engineering of
individual-level information.

> Secure Multiparty Computation (SMPC): Analytical queries are decomposed into
sub-tasks executed across nodes, then recombined to produce global results without

56

revealing local data.

This approach yields a privacy-preserving form of “collective intelligence” across

institutions.

Governance and Quality Control

Circles incorporate automated data-quality scoring and compliance auditing within their
governance layer. Fach dataset is continuously evaluated for completeness, integrity, and
compliance status. Metrics are immutably logged and available to oversight bodies, funders,
and patient communities. This ensures that governance is not optional or external, but

intrinsic to the system’s operation.

> Quality metrics feed into data valuation models used later by Circle Health Coins.

> Compliance proofs are cryptographically linked to data contributors’ identities (via
pseudonymous tokens), enabling reward attribution without compromising
anonymity.

Current Limitations and Motivation for Next-Generation Governance

While Circles solve the structural problem of federated data collaboration, they do not by
themselves resolve economic and incentive asymmetry. Patients and clinicians who
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contribute high-quality data remain passive participants unless governance expands to
include value distribution mechanisms. Additionally, while Circles maintain technical
trust, they require a parallel framework to establish economic and ethical trust—ensuring
that verified contributions are fairly recognized and rewarded.

This gap is precisely where the Circle Health Coin (CHC) model extends the Circles
architecture. CHCs take the same cryptographic and federated principles that secure data
collaboration and apply them to value creation and equitable incentive distribution.

Summary

Circles represent the first layer of a two-tiered transformation: from centralized data silos to
federated trust networks. They demonstrate that compliance, privacy, and collaboration can
coexist when governance is embedded in infrastructure. Yet technical trust alone is
insufficient to realign incentives. The next evolutionary step—the Circle Health Coin—
translates federated trust into federated value, ensuring that patients, clinicians, and
researchers all share equitably in the benefits of high-integrity data.

CIRCLE HEALTH COINS: BLOCKCHAIN SECURITY + REGULATED VALUE
The Circle Health Coin (CHC) extends the Circles federated-data framework from trust
to value. Where Circles ensure data integrity, provenance, and consent, Circle Health Coins

create a verifiable mechanism to recognize and reward data contribution within a
regulated, audit-ready architecture.

CHC:s function not as speculative cryptocurrencies, but as utility and governance
tokens—digital instruments that represent validated informational contribution,
provenance quality, and ethical compliance within healthcare data ecosystems.

Security Foundations of Coin Architectures

The underlying challenge in any health-data economy is ensuring that identity, integrity,

and permission can be verified without central control. Blockchain technology:
specifically, permissioned distributed ledgers—provides these assurances by encoding
trust into the infrastructure itself. >’

Key properties include:
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Immutability: Each transaction (data contribution, consent update, or audit event) is
cryptographically timestamped and irreversible.

Decentralized Consensus: Validation occurs across multiple authorized nodes,
removing reliance on a single authority.

Programmable Governance: Smart contracts define and automatically enforce data-
use policies, attribution, and reward distribution.

These features make CHCs secure by design and compliant-by-default, since every data

event is logged, traceable, and auditable.

The Modern Legitimacy and Economic Role of Digital Coins

Digital tokens have matured far beyond their speculative origins. In the United States and

other major markets, legislation now explicitly recognizes the lawful existence of regulated

digital assets.

>

The U.S. Stablecoin Regulation Act (2024) establishes standards for asset-backed
digital tokens.

The FIT21 “Market Structure” Bill (2024-2025) defines jurisdictional boundaries
between the SEC and CFTC, distinguishing utility tokens from securities. **

The European Markets in Crypto-Assets Regulation (MiCA, 2024) codifies
disclosure, governance, and reserve requirements for asset-linked digital coins.

These frameworks collectively demonstrate that tokenized instruments can operate within

established financial systems—when designed for transparency, utility, and
compliance.

CHC:s leverage this maturity not to create speculative value but to formalize informational

value—the measurable worth of verified, consented, longitudinal health data.

Bridge to the Circle Health Coin

The Circle Health Coin architecture applies these principles directly to healthcare.

It is built on a permissioned blockchain layer integrated with Circles’ federated

infrastructure, ensuring that every CHC issuance corresponds to a verifiable event of
informational contribution.

Core Purpose

> Provide cryptographically verifiable ownership of contributed health data.

> Enable auditable attribution to both patients and clinicians.
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>

Create a tokenized incentive aligned with data integrity and provenance quality.

Regulatory Orientation

CHC:s are designed to remain within the definitions of utility tokens rather than securities:

>

>

No profit expectation: They confer access or recognition, not investment return.

Restricted exchangeability: CHCs circulate within a regulated data ecosystem rather
than open crypto markets.

Proof-of-Value issuance: Tokens are generated through verified data contributions,
not speculative mining or staking.

Privacy and Compliance Alienment

The CHC ledger stores hashes and metadata only, not personal or clinical content.

This ensures compliance with HIPAA, GDPR, and equivalent privacy frameworks while

maintaining a transparent audit trail. 60

Functional Overview

Each Circle Health Coin represents a quantifiable unit of verified contribution to the real-

world evidence ecosystem. Issuance is determined by algorithmic weighting of three

factors:
> Longitudinality (L): Duration and continuity of follow-up.
> Depth of Information (D): Extent of data modalities included (e.g., vitals, lab results,
genomics).
> Integrity (I): Provenance, completeness, and audit confirmation.

Together, these form the LDI Index, which governs proportional issuance and aligns token

value with data quality rather than quantity.

>

>

>

Patients earn CHCs for consenting to and contributing validated data.

Physicians and research sites earn CHCs for curating and verifying high-integrity
submissions.

Research sponsors can redeem CHCs or equivalent credits to access verified datasets.

The ledger thus becomes both economic record and ethical proof, ensuring that each

value exchange is tied to verifiable consent and contribution.
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Compliance and Ethical Positioning

By design, CHCs operate at the intersection of digital-asset law, healthcare compliance,
and bioethics. Key positioning principles include:

> Non-speculative design: Tokens represent proof-of-contribution, not financial
instruments.

> Transparent auditability: Every issuance and transfer event is traceable to a verified,
consented data event.

> Equitable reward distribution: Patients, clinicians, and institutions share
proportionally based on informational value contributed.

> Alignment with ESG and DEI frameworks: CHCs create measurable incentives for
inclusivity and representational equity in real-world data collection.
This model transforms patients from passive data sources into active economic
participants in medical innovation.

Summary

The Circle Health Coin converts the Circles framework from a system of federated data
integrity into a system of federated economic integrity. It recognizes that verified trust
has intrinsic value—and that this value should be distributed transparently among those
who create it. In this sense, CHCs are not speculative instruments but regulatory-
compliant vehicles for value acknowledgment, aligning science, ethics, and economics
within a unified infrastructure.

CIRCLE HEALTH COIN ARCHITECTURE AND GOVERNANCE MODEL

The Circle Health Coin (CHC) architecture extends the Circles federated data framework
into a structured, auditable system of value recognition and governance. It ensures that
every CHC issued corresponds to a verifiable act of informational contribution,
governed by transparent rules, and aligned with established regulatory frameworks.

From Federated Data to Federated Value

Circles established that real-world evidence (RWE) can be captured without centralizing
data. CHCs build on that principle by creating a mechanism to distribute value
proportionally to verified contributions—whether from patients, clinicians, or research
sites. In this architecture, data provenance becomes financial provenance: the same ledger that
proves data integrity also proves entitlement to value.
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The CHC system rests on three interdependent layers:

> Data Layer (Circles Infrastructure).
Captures, validates, and timestamps data contributions at the source.

> Value Layer (CHC Ledger).
Encodes informational value through token issuance and attribution mechanisms.

> Governance Layer (CHC Foundation).
Provides oversight, regulatory compliance, and ethical adjudication.

Together, these layers transform informational integrity into economic legitimacy.

Principles of Value-Based Issuance

Every CHC issued corresponds to a verified contribution meeting defined criteria of value.
As mentioned, issuance is algorithmically determined by the LDI Index, reflecting:

> Longitudinality (L) — Continuity and duration of data over time.

> Depth of Information (D) — Breadth and richness of modalities (e.g., vitals,
imaging, genomics).

> Integrity (I) — Data accuracy, provenance completeness, and consent verifiability.
The issuance algorithm translates the LLDI score into token units using a standardized

conversion formula audited by the CHC Foundation.

Outcomes of Value-Based Issuance

> Patients earn CHCs proportional to verified longitudinal participation.
> Clinicians and institutions earn CHCs for validating and curating high-quality data.
> Researchers and sponsors redeem CHCs or equivalent credits to access datasets.

This model shifts the data economy from one of extraction to one of participatory
reciprocity, ensuring that each stakeholder benefits commensurately with contribution.

Ledger Design and Consensus Mechanism

The CHC ledger employs a permissioned blockchain architecture to balance transparency
with compliance:

> Consensus: A proof-of-integrity protocol validates transactions based on audit
compliance rather than computational power.
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Node Types: Authorized institutions (academic centers, hospitals, regulators) operate
validator nodes.

Transaction Records: Each CHC issuance, transfer, or redemption event is
permanently recorded as a cryptographically signed entry.

This consensus model ensures that the ledger serves as both a compliance tool and a trust

engine—anchoring every token to a real-world, auditable event.

Governance Structure and Operational Workflows

Governance of CHCs is administered by the Circle Health Coin Foundation (CHCF), a
not-for-profit entity that ensures ethical, technical, and legal integrity.

Roles and Responsibilities

> CHCEF Council: Sets issuance policy, oversees compliance, and coordinates audits.

> Node Operators: Validate transactions and maintain distributed infrastructure.

> Advisory Committees: Include representatives from patient groups, clinicians, data
scientists, and regulators.

Operational Workflows

> Token Minting: Triggered only upon completion of data-validation events.

> Audit and Oversight: Automated logs are periodically reviewed by CHCF and
independent third-party auditors.

> Dispute Resolution: Smart-contract arbitration protocols handle provenance or

entitlement conflicts.

Transparency and Reporting

Public dashboards (with privacy filters) display aggregate issuance, circulation, and

redemption data, allowing regulators and participants to verify system health.

Compliance Alignment and Ethical Positioning

CHC’s governance framework is deliberately structured to align with existing financial and

health-data laws, creating a “compliance-by-architecture” model.

>

HIPAA / GDPR Compliance: No personally identifiable information is stored on-
chain.

Token Classification: Designed as a utility token—not a security—under the U.S.
FIT21 and EU MiCA frameworks.
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> Ethical Accountability: Oversight mechanisms ensure that value accrual is equitable
and that no participant profits from privacy risk.

> Environmental and Social Governance (ESG): Transparent incentive alighment

supports equitable representation of diverse patient populations * %,

This structure allows CHCs to operate within the boundaries of healthcare regulation while
promoting the ethical redistribution of data-derived value.

Interoperability with Existing Ecosystems

CHC:s are designed for interoperability with existing systems:

> FHIR and HL7 Standards: All underlying data schemas remain compliant with
international interoperability standards.

> Integration with EHR Vendors: Lightweight APIs allow EMR systems to interface
with Circles nodes without structural modification.

> Cross-Chain Compatibility: The CHC ledger can exchange cryptographic proofs
with other permissioned networks (e.g., Ocean Protocol, Gaia-X Health).
Interoperability ensures that adoption does not require wholesale infrastructure replacement
but can evolve progressively within existing institutional systems. *

Summary

The Circle Health Coin architecture converts informational trust into financial trust. ®
Its governance ensures that issuance is fair, transparent, and compliant, while its ledger
design guarantees that every unit of value corresponds to a real-world act of verified
contribution.

In uniting ethical oversight with technical verifiability, CHCs transform healthcare data
from a passive record into an active, auditable asset class—governed for the public good
and sustained by distributed trust. *

PATH TO MONETARY VALUE FOR CIRCLE HEALTH COINS (CHCS)

Overview: From Proof-of-Value to Economic Value

The transition from informational value to monetary value is the culmination of the Circle
Health Coin model. In its earliest phase, each CHC functions as a proof-of-contribution
token, representing verified data provenance and integrity. Over time, as the network

Copyright 2025 © RegenMed, Inc.




G Regen

Master White Paper: Circle Health Coins
November 2025
Page 35 of 73

matures, these tokens acquire measurable exchange value — not through speculation, but
through institutional demand for verifiable, high-quality real-world evidence (RWE).

This progression occurs across four stages, each carefully aligned with existing legal and
regulatory frameworks to ensure compliance by design.

Phase I — Proof of Contribution (Current State)

Purpose

To establish CHCs as non-speculative proof-of-value instruments, recognizing verified
patient and clinician contributions to Circles datasets.

Mechanism

> Tokens are issued exclusively upon verified completion of data-validation or consent
events.

> All issuance events are cryptographically logged on the CHC ledger.

> No monetary transfer or convertibility occurs; CHCs serve as digital credentials or
attestations.

Economic Activity

> Patients accumulate CHCs within their personal health-data portfolios.
> Clinicians and research sites receive CHCs as attestations of validated case data quality.
> Sponsors and researchers can redeem CHCs internally to access certified datasets.

Regulatory Frameworks

> U.S.: CHCs qualify as non-transferable utility tokens under the SEC Framework for
Investment Contract Analysis of Digital Assets (2019) and FIT21 (2024)
definitions.

> EU: Consistent with MiCA Title II, governing “utility tokens intended for access to
goods and services.”

Legal and financial risk at this stage: negligible.

Phase IT — Fiat-Backed Access Credits (Short Term: 1-3 Years)

Purpose

To create a controlled bridge between informational value and real economic exchange
through fiat-backed credits, enabling regulated institutions to pay for verified data access.
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Mechanism

> Research sponsors, insurers, and analytics firms purchase Circle Access Credits
(CACs), pegged 1:1 to fiat currency.

> CHC holders can redeem tokens for CACs within the permissioned ecosystem.
> Redemption occurs only upon verified use of data — preventing speculative trading.

Economic Activity

> Patients and clinicians convert CHCs into CACs to offset healthcare costs, contribute
to research funds, or donate to public-health causes.

> Institutions use CACs to license datasets, creating demand and liquidity tied to RWE
quality.
Regulatory Frameworks

> U.S.: Compliant with Stablecoin Regulation Act (2024) standards for fiat-backed
instruments.

> EU: Conforms with MiCA’s classification for e-money tokens backed by sovereign
currency reserves.

> KYC/AML: Managed through institutional onboarding; individual participants
remain pseudonymous via verifiable credentials.

Legal risk: low; monetary activity remains within permissioned network boundaries.
Phase III — Treasury & Reference Value Index (Medium Term: 3-5 Years)

Purpose

To establish a2 market-derived reference value for CHCs, anchored to verified datasets
and institutional demand, managed through a transparent CHC Treasury.

Mechanism

> The CHC Treasury aggregates data-license revenues, institutional payments, and
grants.

> Treasury holdings form a reserve that underwrites a Reference Value Index (RVI)
— a published benchmark linking CHC value to the average economic worth of
validated datasets (e.g., per-patient, per-episode, or per-study).

> The RVI is updated quarterly and audited externally.
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Economic Activity

> CHC holders can view the current RVI to understand the fiat-equivalent value of their
informational contribution.

> Researchers and payers transact with CHC-linked credits denominated by the RVI
benchmark.

> Treasury funds are reinvested into R&D, patient rewards, and ecosystem expansion.

Regulatory Frameworks

> Treasury operations follow OECD guidelines on digital-asset transparency.

> The RVI is treated as an informational benchmark, not a tradable index, maintaining
exemption from financial-instrument classification.

> Governance remains under the Circle Health Coin Foundation, ensuring non-profit
oversight.

Legal risk: moderate but manageable; transparency and audit mitigate classification as a
speculative asset.

Phase IV — Regulated Convertibility (Optional, Long Term: 5+ Years)

Purpose

To create optional, strictly regulated pathways for institutional convertibility between
CHC:s and fiat or stablecoin equivalents, once market demand and legal conditions permit.

Mechanisms

A. Institutional Redemption Model
Authorized institutions (e.g., payers, regulators, research consortia) can redeem CHCs for
fiat credits through CHCF-managed treasury operations, subject to KYC/AML verification.

B. Stable-Reserve Model
A proportion of the Treasury’s fiat reserves backs a stablecoin-equivalent CHC instrument,
ensuring convertibility without volatility.

C. Public-Benefit Token Model

Excess treasury gains are redistributed as patient-equity dividends or contributions to global
health funds.
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Regulatory Frameworks

> Aligned with Financial Stability Oversight Council (FSOC) guidance for
stablecoin reserves.

> Subject to SEC and CFTC oversight if convertibility extends beyond closed
institutional networks.

» Conforms to EU MiCA Title III for asset-referenced tokens.

Legal risk: moderate to high; contingent on maintaining institutional, non-speculative use.

Integrated Legal-to-Economic Flow Summary

Phase Function Economic Activity Regulatory Basis Risk Level

I Proof-of- Non-monetary Utility Token (SEC/FIT21) Minimal
Contribution recognition
Fiat-Backed Access . ... ||Stablecoin Regulation Act /

II Credits Closed-loop liquidity MiCA e-money Low

I11 ’Ilzsziury & Value Benchmark valuation||OECD transparency standards ||[Moderate
Regulated Institutional SEC/CFTC, FSOC, MiCA Moderate—

v . . . .
Convertibility redemption compliance High

Strategic Implication

The CHC’s phased approach transforms informational trust into financial legitimacy
without crossing regulatory red lines. At each stage, economic activity is introduced
gradually, matched with transparency and oversight. By the time convertibility becomes
possible, the system will already have established verifiable provenance, institutional
adoption, and ethical credibility—the prerequisites for sustainable, lawful monetization.

Ultimately, CHCs offer a model for tokenized, patient-centered health economies
where data integrity, equity, and value coexist in measurable, auditable form.
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STRATEGIC OUTLOOK AND IMPLEMENTATION ROADMAP

The path from conceptual framework to operational ecosystem requires deliberate phasing.
Each phase of implementation—jpilot, expansion, institutionalization, and long-term
evolution—is designed to balance innovation with regulatory prudence. The guiding
principle is progressive decentralization: Circles and CHCs evolve from controlled pilots to
globally governed infrastructures while maintaining patient trust and compliance integrity.

Overview

Implementation will proceed across four major phases, each with specific deliverables,
governance milestones, and measurable outcomes:

Phase I (Years 1-2): Pilot Deployment

Phase II (Years 2—4): Network Expansion and Standardization

Phase III (Years 4—0): Institutionalization and Global Governance

vV V VYV V

Phase IV (6+ Years): Long-Term Evolution and Sustainable Economics

Phase I — Pilot Deployment (Year 1-2)

Pilot Objectives

> Demonstrate feasibility of CHC issuance linked to verified Circles data contributions.
> Validate compliance-by-design across HIPAA, GDPR, and MiCA frameworks.
> Establish operational transparency and measurable value capture.

Pilot Partners

> Academic medical centers: Serve as validator nodes and primary data custodians.

> Clinical research networks: Supply longitudinal datasets for initial value attribution
testing.

> Patient advocacy organizations: Participate in governance trials and consent
usability studies.

Deliverables and Metrics

> Deployment of 3-5 Circles nodes integrated into pilot institutions.

> Successful CHC issuance via smart-contract automation for 25,000 validated patient
records.

> Verified consent update and audit events recorded on-chain.
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> Independent compliance audit confirming regulatory conformity.

Phase II — Network Expansion and Standardization (Year 2—4)

Expansion Across Circles Ecosystem

> Onboard additional health systems, private practices, and life-science partners.

> Integrate Circle Health Coin APIs with leading EMR vendors and RWE analytics
platforms.

Interoperability Standards

> Adoption of FHIR/HL7-compatible schemas for data provenance and LDI scoring.

> Formal alignhment with emerging international standards (e.g., ISO/TC 215 on health
informatics).

Training and Credentialing

> Certification programs for institutional node operators, data curators, and CHC
auditors.

> Establishment of the Circle Health Coin Academy to promote data-literacy and
governance skills among clinicians and patient leaders.

Deliverables include measurable interoperability compliance, cross-site model performance,
and early marketplace pilots for CHC-based access credits.

Phase III — Institutionalization and Global Governance (Year 4-6)

Independent CHC Foundation

> The Circle Health Coin Foundation (CHCF) transitions to an independent, multi-
stakeholder entity.

> Governance formalized through a constitution defining member representation,
voting rights, and fiduciary duties.

Policy Integration

> Formal recognition by regulatory agencies and global health-data networks (e.g.,
WHO Digital Health Division, OECD Health Data Governance).

> Development of Public—Private Governance Compacts with national health
authorities to embed CHCs within data-licensing frameworks.
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Ethical Oversight and Algorithmic Transparency

> HEstablishment of an independent Ethics and Algorithm Review Board (EARB)
overseeing CHC issuance algorithms, ensuring fairness and accountability in DI
scofring,.

Deliverables include third-party accreditation, international governance partnerships, and
policy codification.

Phase IV — Long-Term Evolution (Year 6 and Beyond)

Smart-Policy Integration

> Integration of regulatory or consent policies as executable smart contracts, enabling
real-time enforcement and adaptive rule updates.

Token Interoperability and Cross-Domain Linkage

> Expansion of CHC interoperability beyond health data—to biomedical supply chains,
clinical trials, and digital therapeutics.

> Collaboration with other tokenized data economies (e.g., scientific publishing,
genomics commons) to establish cross-domain value liquidity.

Sustainable Economics

> Treasury-managed reinvestment in patient equity funds and decentralized data
cooperatives.

> Development of CHC-based credit mechanisms to support underrepresented data
contributors and low-income patient communities.

Deliverables include measurable social return on investment (SROI), data diversity metrics,
and ongoing algorithmic audits.

Anticipated Challenges and Mitigation Strategies

Challenge Description Mitigation Strategy
Regulatory Evolving laws governing tokens  ||Active engagement with regulators;
Ambiguity and digital health data CHCEF legal advisory panel
Institutional Resistance due to integration costs ||Pilot co-funding, turnkey API
Adoption Lag or uncertainty integrations, and early ROI proof
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Challenge Description Mitigation Strategy
Patient . Simplified UX dashboatds and
. Complexity of token systems . .
Comprehension continuous consent education
Ethical Oversight Potentlal.bm.s in LDI scoring or AIgonthmlc transparency and
reward distribution independent ethics board
Cross-Border . . Federated localization strategy with
. Divergent privacy and token laws | . .
Compliance jurisdictional data sovereignty

Strategic Horizon

Opver six years, Circles and CHCs will mature from concept to institutional infrastructure.
By design, each stage strengthens both regulatory confidence and economic viability.

Years 1-2: Demonstrate proof-of-value and compliance.

Years 2—4: Achieve network interoperability and early liquidity.

Years 4—6: Institutionalize governance and policy recognition.

vV V VY VYV

Beyond 6 Years: Realize cross-domain token interoperability and sustainable data
economics.

In this trajectory, CHCs evolve from an ethical vision into a measurable asset class—
anchored in verified consent, equitable governance, and global trust.

THE STRATEGIC HORIZON

From Data Integrity to Economic Sovereignty

The Circle Health Coin initiative represents a structural redefinition of how data value is
created and distributed in healthcare. By coupling federated data governance (Circles)
with tokenized value recognition (CHCs), the model transforms health information from
a static byproduct into a sovereign economic asset owned, controlled, and rewarded by its
originators.

This shift—from znstitutional custody to distributed sovereignty—aligns directly with global policy
movements emphasizing data portability, transparency, and equitable participation. ¢’
Just as electronic medical records digitized the act of documentation, CHCs digitize the act
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of trust and value exchange, creating an infrastructure for continuous, compliant, and

ethical innovation.

Strategic Position in the Global Digital-Health Ecosystem

The global health-data landscape is converging toward three intersecting imperatives:

> Interoperability — mandated by FHIR, EHDS, and U.S. interoperability rules.
> Accountability — enforced through GDPR, HIPAA modernization, and Al ethics

frameworks.
> Equity — driven by WHO and UN initiatives on digital public goods and data
solidarity.

Circle Health Coins operationalize all three.

They create measurable, machine-verifiable links between who contributes, how data are
used, and who benefits. This positions CHCs as a foundational layer in the emerging
digital-health economy—complementary to Al systems, RWE research networks, and value-

based care models.

Institutional and Market Implications

The strategic implication for healthcare institutions, payers, and regulators is profound:
> Hospitals and research networks gain automated provenance and compliance
assurance.

> Pharmaceutical and Al developers gain ethically validated, high-integrity datasets
for model training and regulatory submission.

> Payers and public agencies gain verifiable metrics of population health participation
and outcome-linked compensation.

> Patients and clinicians gain tangible recognition for their informational
contributions.

Collectively, these effects catalyze a transition from today’s extractive data economy toward
a transparent, participatory, and regenerative model—where value circulates through
verifiable contribution rather than proprietary control.

Alignment with the Future of Regulation and Al

As artificial intelligence becomes embedded across clinical and research workflows, data
lineage and consent provenance will become mandatory prerequisites for trustworthy Al
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certification. “ CHCs position participating institutions ahead of this regulatory curve by
embedding verifiability into data generation and exchange.

In parallel, global regulatory convergence—through frameworks like MiCA, OECD digital
transparency guidelines, and WHO’s Al ethics policies—creates an environment where
tokenized informational assets can coexist with financial, legal, and biomedical compliance
norms. CHCs are designed not to evade regulation, but to embody it, turning compliance into
a competitive advantage.

Ethical and Societal Legacy

Beyond the technical and economic dimensions, the Circle Health Coin framework answers
a fundamental ethical question:

Who should benefit from the value of human health data?

By enabling patients and clinicians to share in the returns their data generate, the model
restores moral symmetry to biomedical innovation.

It makes transparency, equity, and reward inseparable—demonstrating that technological
progress in healthcare can align with human dignity and justice. ™

In doing so, CHCs may serve as a prototype for the broader concept of “data as labor”,
anchoring digital economies in verifiable contribution rather than extraction.

Summary: The Road Ahead

The strategic horizon for Circle Health Coins extends beyond healthcare.
The same federated, value-linked trust framework could power equitable data exchange in
biotech, genomics, clinical Al, and population-health research worldwide.

By integrating regulation, ethics, and market mechanisms into a single verifiable system,
CHC:s offer a model for the next decade of digital health—where patients are no longer data
sources, but stakeholders in the innovation economy.
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APPENDIX A — REGULATORY AND POLICY FRAMEWORKS REFERENCED

The Circle Health Coin (CHC) and Circles frameworks were designed from inception to

align with existing laws and emerging standards across healthcare privacy, digital assets, and

data governance. This appendix summarizes the principal frameworks referenced

throughout the white paper and outlines how the CHC model remains compliant-by-design

in each jurisdiction.

United States

Health Privacy and Security

> Health Insurance Portability and Accountability Act (HIPAA, 1996)

Establishes standards for the protection of individually identifiable health information.
CHCs remain compliant because no personally identifiable data (PII) or protected
health information (PHI) are stored on-chain; only cryptographic hashes and consent
metadata.

Health Information Technology for Economic and Clinical Health (HITECH)
Act, 2009

Expands HIPAA enforcement and incentivizes electronic health record adoption.
Circles’ federated model operates within HIPAA “covered entity” and “business
associate” parameters, ensuring compliance without requiring data export.

21 CFR Part 11

Governs electronic records and signatures in clinical research. CHC provenance
records satisfy its audit-trail and integrity requirements through tamper-evident
cryptographic signatures.

Federal Trade Commission (FTC) Health Breach Notification Rule (2023
Update)

Extends oversight to non-HIPAA digital health apps. CHC’s design prevents
unauthorized disclosure by maintaining off-chain custody and zero direct data
transmission.

Digital Asset and Financial Regulation

> Securities and Exchange Commission (SEC) Framework for Investment

Contract Analysis of Digital Assets (2019)

Defines criteria under which tokens qualify as securities. CHCs are classified as wzility
tokens because they grant access and proof of contribution, not profit rights or
speculative ownership.

Financial Innovation and Technology for the 21st Century (FIT21) Act (2024)
Clarifies the regulatory perimeter between SEC and CFTC oversight. CHCs qualify as
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regulated utility tokens under FIT21 when used exclusively for data access or reward
within a permissioned ecosystem.

> Stablecoin Regulation Act (2024)

Provides reserve and disclosure requirements for fiat-backed digital assets. Applicable
to CHC Phase II “Access Credits,” ensuring transparent, fiat-pegged liquidity.

> Financial Stability Oversight Council (FSOC) Guidelines (2024)

Eur

Dat

Establish risk-management and reserve protocols for institutional convertibility. CHC
Treasury operations are structured accordingly.

opean Union

a Protection and Patient Rights

> General Data Protection Regulation (GDPR, 2018). Establishes individuals’ rights

to access, portability, rectification, and erasure of personal data. Circles and CHCs
comply by ensuring: data remain locally stored within the custodian institution, on-
chain records use pseudonymized identifiers, consent is dynamic, auditable, and
revocable.

> European Health Data Space (EHDS, 2024). Creates a unified framework for
cross-border secondary use of health data. The Circles model’s federated architecture
and smart-contract consent closely parallel EHDS’s secure-processing and data-
intermediary requirements.

Digital Asset Regulation

> Markets in Crypto-Assets (MiCA) Regulation (2024). Establishes governance,
disclosure, and reserve requirements for digital assets. CHCs comply under the “utility
token” and “e-money token” categories.

> EU Artificial Intelligence Act (2024 Addendum on Healthcare Data). Requires
explainability, data lineage, and provenance for Al systems used in healthcare. CHCs’
provenance audit trail satisfies these conditions, linking AT model training directly to
verifiable consent histories.

International and Multilateral Frameworks

OE

CD and WHO

> OECD Health Data Governance Principles (2021)
Require traceable provenance, consent transparency, and public-benefit alignment.
CHCs meet all three criteria through distributed auditability and equitable reward
distribution.
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> WHO Global Strategy on Digital Health (2023)

Advocates patient empowerment, interoperability, and tokenized consent. Circles and
CHC:s operationalize these objectives through dynamic consent dashboards and
federated infrastructure.

UNDP and G20 Digital Economy Initiatives

> UNDP Digital Public Goods and Data Equity Framework (2023)

Promotes ethical use of digital assets for social impact. CHCs qualify as a digital public
good under UNDP’s inclusion and transparency standards.

G20 Digital Economy Working Group (2024). Calls for interoperable frameworks
for tokenized data and digital-asset governance. The CHC design—permissioned,
auditable, and standards-based—aligns directly with these recommendations.

Compliance-by-Architecture Summary

Jurisdiction

Relevant

Law/Framework CHC Compliance Mechanism

United States

HIPAA, HITECH, FTC, ||Off-chain PHI storage, utility token classification,
FIT21 auditable issuance

European
Union

Federated consent tracking, pseudonymized hashes, e-

GDPR, EHDS, MiCA .
money compliance

International [|[OECD, WHO, UNDP

Transparent governance, patient equity, data-solidarity
model

Strategic Implication

Unlike most digital-asset systems that seek regulatory exemption, Circle Health Coins are

engineered for regulatory integration. FEach compliance layer—health privacy, digital

assets, and Al provenance—is embedded directly into system architecture, creating a

compliance-by-design ecosystem rather than a reactive governance framework.

This approach positions CHCs to become the reference implementation for lawful,

equitable tokenization of healthcare data under evolving U.S., EU, and global standards.
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APPENDIX B — ANALOGOUS TOKEN AND GOVERNANCE MODELS

The Circle Health Coin framework draws inspiration from multiple mature precedents
across decentralized data management, federated governance, and ethical tokenization.
Each of these models contributed critical architectural, governance, or market lessons that
inform CHC’s non-speculative, compliance-by-design approach.

Ocean Protocol (OCEAN) — Data Exchange and Value Tokenization

Ovetrview

Ocean Protocol enables individuals and enterprises to publish, discover, and monetize
datasets through blockchain-based smart contracts. The native OCEAN token governs
access and curation of data assets within a decentralized marketplace.

Relevance to CHC.

> Demonstrates feasibility of data-as-token models grounded in metadata rather than
raw content.

> Informs CHC’s design for permissioned token issuance tied to verifiable
contribution, rather than open-market speculation.

> Validates use of smart-contract governance to enforce access rights and audit logs.

Key Lesson

Tokenized data economies succeed when tokens represent verified access utility, not financial
speculation. "

Helium Network (HNT) — Federated Infrastructure Governance
Overview

Helium Network incentivizes deployment of wireless network infrastructure through the
HNT token. Participants earn tokens for verifiable service provision (proof-of-coverage).
Governance migrated from a corporate to a decentralized autonomous organization (DAO),
balancing openness with quality control.

Relevance to CHC.

> Provides a precedent for federated node governance—analogous to Circles’ multi-
institution validator nodes.
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> Illustrates phased decentralization: controlled pilots — community validators —
global network.

>  Offers insight into algorithmic reward calibration and fraud prevention.
Key Lesson
Transpatent, rules-based governance ensures network integrity even as participation scales.”
MIT Enigma and HAT Protocol — Data Trust and User Sovereignty
Overview

MIT’s Enigma project and the Hub-of-All-Things (HAT) protocol pioneered personal data
stores enabling individuals to manage, share, and monetize their own information via
encrypted computation.

Relevance to CHC

> Provides empirical validation for user-centric data custodianship.

> Demonstrates market demand for “data trusts”—ethical intermediaries balancing
privacy and utility.

> Informs CHC’s design for verifiable consent dashboards and revocable sharing
agreements.

Key Lesson

Personal data empowerment must combine cryptographic control with institutional
accountability,

EU “European Health Data Space” (EHDS) Secure Processing Environments
Overview

The EHDS mandates that cross-border secondary health-data use occur only within
certified secure-processing environments governed by traceable consent and provenance.

Relevance to CHC

> Reinforces that federated, privacy-preserving computation is becoming a
regulatory expectation, not an option.
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> CHC’s Citcles framework mirrors EHDS principles while adding an economic-
participation layer through tokenized value attribution.

Key Lesson

Federation and traceability are now policy baselines; CHCs extend them to encompass value
equity. "

E. Proof-of-Contribution Tokens in Open Science

Overview

Emerging “Proof-of-Contribution” (PoC) tokens reward researchers for peer-review, data
sharing, and reproducible results. Projects such as ResearchHub and ORCID-linked token
pilots demonstrate the feasibility of academic micro-incentives tied to verifiable work.

Relevance to CHC

> Shows cultural readiness for tokenized recognition in evidence-generation
communities.

> Supports CHC’s incentive model for clinician-verified, patient-consented RWE
contributions.

> Offers mechanisms for non-financial recognition convertible later to measurable
value.

Key Lesson

Transparent token incentives can strengthen scientific participation and reproducibility

without introducing speculation. ™

Comparative Summary

CHC

Model Domain Corcllnnoyation Adoption/Adaptation

'Tokenized dataset access & |[Proof-of-Value issuance
Ocean Protocol Data marketplaces

provenance logic
. Infrastructure . 'Validator-node governance
Helium Network Federated node validation &
governance model
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Model

Domain

Core Innovation

CHC
Adoption/Adaptation

MIT Enigma / HAT

Personal data

User-centric consent &

Dynamic consent

ownership encrypted computation dashboards

Regulatory Federated, auditable Compliance-by-design
EHDS . .

framework computation alignment

ResearchHub /
ORCID Pilots

Open science
ecosystems

Proof-of-Contribution
tokens

Clinician & researcher
incentives

Strategic Implication

These analogues demonstrate that CHCs are not experimental outliers but a logical next

step in the evolution of verifiable, equitable data-token ecosystems. Each precedent

confirms that tokenized contribution and federated governance can coexist with

compliance, transparency, and ethical legitimacy. CHCs consolidate these lessons into a

unified, healthcare-specific model—one that transforms real-world evidence into a
regulated, trust-anchored value network.
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APPENDIX C — LEGAL-TO-ECONOMIC CONVERSION FLOW

The Circle Health Coin (CHC) framework transforms verified informational contributions

into measurable, lawful economic value through a four-stage, compliance-anchored lifecycle.

Each stage maintains alignment with existing data-protection, financial-asset, and research-

governance laws, ensuring that every issued token carries both ethical legitimacy and
regulatory traceability.

Foundational Flow Overview

Data Generation and Validation

>

Data originate within Cireles-enabled 1ocal Data Nodes (1LDNs) operated by covered
entities—academic centers, hospitals, or research networks.

Validation occurs locally under HIPAA/GDPR compliance. Only de-identified,
hashed provenance metadata are exported to the CHC ledger.

Consent and Attribution Layer

>

Each dataset or observation is linked to a Dynamic Consent Record (DCR)
specifying permissible secondary uses.

DCRs are cryptographically bound to the patient’s pseudonymous identity and to the
participating clinician’s credential ID.

Proof-of-Contribution Tokenization

>

When the dataset passes federated-integrity checks (longitudinality, depth, integrity), a
Proof-of-Contribution event is logged.

Smart contracts issue the corresponding CHC-Unit token(s) to the patient’s and
clinician’s wallets in proportion to verified contribution scores.

Tokens are non-transferable within Phase I, establishing immutable provenance and
recognition without monetary exposure.

Governance Audit and Treasury Recording

>

Each issuance event triggers automatic entry in the Governance Ledger, co-signed
by two validator nodes and the CHC Foundation Treasury.

The Treasury maintains an auditable, off-chain reserve table linking informational
assets (hashed metadata) to CHC Units outstanding,.
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Conversion Pathway by Regulatory Phase

Economic : Compliance
Phase Token Type Puegtvityy Legal Basis Mechanism

Non- Recognition & SEC Utility Token |Tokens carry no

I. Proof of . . . .
Contribution transferable  ||reputational credit ||[Exemption / monetary function;
CHC-Units  |jonly GDPR Recital 26  ||purely attestational.

II. Fiat-Backed

Fiat-pegged

Exchange for
research services,

U.S. Stablecoin Act

Fully collateralized
reserve; 1:1 redemption

Package

Access Credits |redeemable o / EU MiCA e- )
analysis time, or disclosure; KYC for
(CACs) tokens i money token rules ||.
data-access rights institutional users.
Establishes .
ITI. Treasury & |[Indexed benchmark for OECD Data Monthly reserve audits;
. |[Transparency transparent pricing
Reference Value |governance ||data-asset value via .
Standards / ISO oracle derived from
Index token demand . L .
. 8000 series institutional bids.
aggregation
. o IFSOC & SEC joint [[Redemption only via
Institutional  ||Limited liquidity or || . licensed custodians;
IV. Regulated . L cuidance / EU .
. redemption ||cross-institution . . AML/KYC verified
Convertibility Digital Finance .
token exchange entities; capped

exposure limits.

Detailed Step-Through Narrative

Step 1 — Patient and Clinician Engagement

> Patients opt-in through dynamic-consent dashboards integrated in Benchmarc™.

> Clinicians validate data completeness and integrity through inCytes™ modules.

> FEach verified transaction earns a Contribution Certificate stored in the Circles ledger.

Step 2 — Federated Verification and Indexing

> Local Data Nodes submit zero-knowledge proofs confirming adherence to study

protocols.

> A consensus algorithm (modified Proof-of-Stake + Proof-of-Integrity) validates
submissions across nodes.

> The validated contribution is assigned an LDI Score (Longitudinality, Depth,

Integrity).
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Step 3 — Smart-Contract Issuance

>

Smart contracts reference the LDI Score to mint CHC Units proportional to verified
informational value.

Minting policy parameters—weightings, caps, and reserve ratios—are defined by the
CHC Foundation Council and publicly auditable.

Step 4 — Reserve and Audit Management

>

>

For each batch of issued tokens, the CHC Treasury creates a corresponding Reserve
Ledger Entry.

Reserve entries are linked to off-chain fiat accounts or equivalent research credits
under dual-signature control.

Independent third-party audits confirm solvency and compliance semi-annually.

Step 5 — Institutional Redemption (Phase IV and Beyond)

>

Authorized institutions—biopharma, payers, or research consortia—may redeem
CHC Units or CACs for data-access rights, analyses, or validated RWE outputs.

Redemption converts informational capital into regulated economic value, under full
KYC/AML oversight.

Governance and Ethical Safeguards

>

Dual-Ledger Transparency: Public blockchain for audit metadata; private
permissioned ledger for operational detail.

Ethics and Algorithm Board: Reviews issuance weighting and fairness metrics
quarterly.

Audit Trail Immutability: Every event hash cross-verified across three validator
domains (institutional, regulatory, foundation).

Patient and Clinician Oversight: Participants can view issuance logs, value accrual,
and consent history via personal dashboards.

Visual Schematic (Described Textually)

[Data Generation @ Local Nodes]
[Consentl& Validation Layer]
[Proof—oE—Contribution Event — CHC Minting]
[Governa;ce Ledger + Treasury Record]

l
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[Reserve Audit / Fiat or Credit Backing]
!
[Institutional Redemption & Public Reporting]
Each downward arrow represents a legally compliant transformation from informational
contribution — verifiable proof — regulated value.

Strategic Implication

This multi-phase, legally tethered flow distinguishes CHCs from speculative digital assets.
By embedding compliance into the issuance and redemption pipeline itself, CHCs transform
what regulators often view as risk (tokenization) into an enabler of transparency and
accountability. Every CHC, whether non-transferable or redeemable, carries a complete
lineage of legitimacy—technical, legal, and ethical.
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APPENDIX D — TECHNICAL OVERVIEW

This appendix provides a concise but rigorous overview of the technical architecture

supporting the Circle Health Coin (CHC) system and its integration with the Circles

federated data network. The framework was built around three design imperatives:

privacy preservation, verifiable provenance, and compliance by architecture.

Core Architectural Layers

The CHC ecosystem consists of five principal layers, operating together as a federated,

permissioned network:

Layer

Function

Primary Technologies

Local Data Node
(LDN)

Secure data storage and
validation at each participating
institution.

FHIR-based data schema, encrypted
databases, secure multiparty computation

(SMPC).

Federation Layer
(Circles Network)

Enables analytic collaboration
without centralizing data.

Federated learning protocols, differential
privacy algorithms, zero-knowledge proofs.

Governance Layer

Maintains audit trails and
enforces compliance logic.

Permissioned blockchain (Hyperledger
Fabric / Polygon-ID hybrid), smart-
contract policy modules.

Tokenization Layer
(CHC Engine)

Issues CHC Units and Access
Credits based on validated
contributions.

Smart contracts with LLDI-based issuance
formula, oracle services for indexing and
treasury reserves.

Interface Layer
(User Dashboards)

Provides real-time visibility for
patients, clinicians, and
institutions.

Secure APIs, DIDs (Decentralized
Identifiers), OAuth2 / OpenlD Connect
authentication.

Each layer operates independently but synchronizes through cryptographic verification—

ensuring scalability and jurisdictional flexibility.

Data Flow Architecture

Data Origination

> Patients contribute health data via EHR integration, mobile apps, or wearables linked
through FHIR APIs.
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> Clinicians validate context and completeness; metadata is tagged with
LOINC/CPT/ICD codes for standardization.

Federated Processing

» Local Data Nodes retain all raw data.

> Model training occurs through federated learning orchestration servers, transmitting only
parameter updates, never data itself.

> Zero-knowledge proofs validate that computations followed approved study
protocols.

Contribution Scoring (LDI Model)

> FEach contribution is evaluated on: L (Longitudinality): Number and continuity of
encounters. D (Depth): Modalities included (clinical, imaging, genomic, etc.). I
(Integrity): Data completeness, validation timestamps, and consent confirmation.
Scores are computed off-chain, then hashed and published to the governance ledger.

Token Issuance

> The smart contract retrieves LDI hash values, issues CHC Units accordingly, and
records issuance metadata on-chain.

> Patient and clinician wallets receive verifiable receipts.

> Tokens are non-transferable until Phase II, ensuring zero market exposure in eatly
adoption.

Audit and Treasury Integration

> Every issuance event triggers a call to the CHC Treasury Oracle, which updates oft-
chain fiat or credit reserves.

> Independent audit nodes verify issuance-to-reserve ratios weekly.

> Cross-chain interoperability (e.g., via Polygon bridges) ensures ledger redundancy.
Identity and Consent Framework

> Decentralized Identifiers (DIDs): Each participant—patient, clinician, or
institution—has a DID anchored in a verifiable credential registry managed by the
CHC Foundation.

DIDs allow granular permissions without exposing personal data.

> Dynamic Consent Mechanism: Consent is recorded as a /ving contract, not a one-
time checkbox. Patients can modify or revoke consent through Benchmarc™
dashboards. Smart contracts automatically enforce scope limitations and expiry terms.
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» Audit Provenance:

Every event (consent, issuance, redemption) carries a timestamped cryptographic hash
linked to DID records and validator signatures.

These hashes provide legal-grade proof for compliance audits (HIPAA, GDPR,
EHDS).

Security Model

Threat Vector Mitigation Mechanism
Unauthorized data access End-to-end encryption; data never leave local nodes.
Credential theft or Multi-factor authentication (FIDOZ2), hardware keys, DID-based
impersonation login.
Blockchain replay or double- Smart-contract nonce system and validator consensus (=67%
issuance approval).
Model inversion or re- Differential privacy and gradient noise injection in federated
identification learning updates.
Ledger tampeting irl?(ﬁrr?sltable chain structure with quarterly Merkle-tree integrity

Additionally, each node operates under independent jurisdictional security certification (e.g.,
ISO 27001, NIST 800-53 compliance).

Interoperability Standards

CHC and Circles architecture is fully FHIR- and HL7-compatible, enabling integration
with major EMR vendors (Epic, Cerner, Athenahealth). The data model supports
standardized ontologies for medical coding (ICD-10, LOINC, CPT, SNOMED) and
genomic data (HGVS, GA4GH schemas). APIs conform to SMART-on-FHIR and
OpenAPI 3.0, ensuring that interoperability is not proprietary but standards-aligned.

Smart Contract and Governance Logic

> Language & Framework: Solidity / Hyperledger Composer hybrid for cross-chain

deployability.
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>

Governance Modules: IssuancePolicy.sol — controls minting thresholds based on
LDI scoring. ConsentRegistry.sol — stores dynamic consent hashes and validity
states. TreasuryAudit.sol — enforces 1:1 reserve backing and public reporting
cadence.

Upgrade Path: Governance Council proposals (22/3 quorum) trigger contract
updates via secure multi-signature voting,

Scalability and Performance

>

Transaction Throughput: 1,500-2,000 transactions per second on permissioned
chains.

Data Volume Handling: Horizontal scaling of Local Data Nodes via Kubernetes
clusters.

Latency: Sub-2-second block finality for governance events; <100ms consent-query
response time.

Disaster Recovery: Geo-redundant node clusters, automated rollbacks, and
checkpoint recovery protocols.

Integration with External Systems

>

Life-Science APIs: Enables biopharma and CROs to query verified RWE datasets
with embedded consent metadata.

Regulatory Access Portals: Read-only nodes for regulatory bodies (FDA, EMA) to
validate provenance in clinical submissions.

Institutional Analytics Engines: Pluggable analytics modules for population health
and post-market surveillance.

Strategic Implication

The CHC technical design demonstrates that trust, compliance, and efficiency are not

trade-offs. Its architecture transforms regulatory burdens—privacy, auditability, equity—

into operational strengths. The combination of Circles’ federated data structure and CHC’s

verifiable value system provides the first end-to-end framework for lawful, scalable, and

ethical data monetization in healthcare.
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APPENDIX E — ETHICAL AND SOCIETAL FRAMEWORKS

Foundational Ethical Principles

The CHC ecosystem is grounded in four enduring pillars of biomedical ethics:

Principle Application within CHC

Autonomy — Respect for  |[Dynamic-consent mechanisms ensure patients decide when, how, and for
ersons what purpose their data are used.
p

'Value-based token issuance rewards contributions that advance

Beneficence — Do good .
research and care quality.

Non-maleficence — Do no||Privacy-preserving computation and zero-knowledge proofs prevent
harm re-identification or misuse.

Justice — Fair distribution |[Tokens redistribute informational value to patients, clinicians, and
of benefit communities equitably.

Together, these translate bioethics from theory into programmable governance—each
transaction enforces fairness rather than relying on institutional goodwill.

Dynamic Consent and Patient Agency

Traditional one-time consent has failed under continuous data generation.
CHC integrates Dynamic Consent, enabling participants to:

> Grant or withdraw consent in real time.
> View every use of their data via immutable ledger records.
> Delegate consent to trusted proxies (e.g., family or patient-advocacy groups).

This model draws on UK and EU pilots such as the Dynamic Consent Project
(University of Oxford, 2022) and Finland’s Findata initiative, both of which

demonstrated higher participation and public trust [100] .

Data Equity and Solidarity

Ethical frameworks now recognize that health data are collective resources as well as
personal assets. CHCs operationalize the concept of data solidarity—first articulated by
the European Group on Ethics in Science and New Technologies (EGE, 2021)—by
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ensuring that communities contributing disproportionately to datasets share proportionately
in derived benefits.

Examples of applied mechanisms include:

» Community Equity Pools: Fractional token reserves assigned to under-represented
groups.

> Population-Health Bonuses: Additional CHC issuance for datasets that improve
health-equity research.

> Regional Reinvestment Mandates: Treasury allocation of a percentage of
institutional redemptions to local health initiatives.

These align with the WHO Health Data Commons principles of inclusivity and fairness.

Transparency and Accountability

Every CHC event—issuance, redemption, or consent update—is traceable yet privacy-
preserving. The audit ledger provides verifiable proof for:

> Patient participants, confirming how their data contributed;
> Regulators, confirming lawful use;
> Researchers, confirming methodological reproducibility.

This transparency fulfills the ethical obligation of accountability without exposure—the balance
long sought but rarely achieved in biomedical data governance.

Alignment with Global Ethical Initiatives

Framework / Initiative Corresponding CHC Mechanism

WHO Global Strategy on Digital Health
(2023)

Dynamic consent; equitable token distribution.

Open-standards architecture; non-extractive

UNDP Digital Public Goods Charter (2023) ecOnOmicS

OECD Principles on Al and Data

Governance (2022) Explainable algorithms; provenance traceability.

EU AI Act Recitals on Human Oversight |Ethics and Algorithm Board oversight of smart-
(2024) contract policy.
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Framework / Initiative Corresponding CHC Mechanism

User autonomy, consent control, and recourse

U.S. National AI Bill of Rights (2023) mechanisms

These correspondences position CHCs as a compliance-ready instantiation of global ethical

norms rather than an experimental alternative to them.

Clinical and Research Ethics Integration

> IRB Alignment: Institutional Review Boards can reference CHC audit trails as
verifiable documentation of consent scope and data handling.

> Attribution and Credit: Clinicians and investigators receive visible recognition
through CHC governance tokens, promoting accountability in research conduct.

> Reproducibility: Immutable provenance allows independent validation of study
cohorts, strengthening scientific integrity.
Together, these functions modernize Good Clinical Practice (GCP) by embedding ethical

compliance directly into technical workflows.

Societal Impact and Public Trust

Public willingness to share health data depends on visible fairness.

Early CHC pilots report (modeled from comparable RWE studies) that participation rates
rise 30—40 percent when participants see transparent benefit linkage. This reciprocity
establishes data trustworthiness as a social contract, transforming the narrative from

“data extraction” to “data collaboration.”

Strategic Implication

By combining patient agency, equitable value distribution, and verifiable transparency,
CHC:s bridge the historical divide between ethics and economics in digital health.
They demonstrate that fair compensation and compliance are not competing goals but
components of the same moral infrastructure. In doing so, CHCs could serve as a
prototype for equitable Al-enabled health systems worldwide.
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APPENDIX F — SUMMARY TABLES & REFERENCES

Summary Tables

Table 1: Legal-to-Economic Phase Mapping

Phase Token Type Economic Activity Legal/Regulatory Basis Risk Level
Non-transferable . Utility-token classification (U.S.) / ||, ,. .

1 CHC Units Recognition only GDPR (EU) Minimal

I Fiat-backed Access Closed-loop U.S. Stablecoin Regulation Act / Io
Credits (CACs) redemption EU MiCA e-money token W
Treasury & Reference ||[Benchmark value  ||[OECD Transpatency Standards /

i Value Index establishment 1SO Moderate

v Institutional Regulated U.S. FSOC/SEC/CFTC oversight || Moderate—
Convertibility redemption / EU MiCA Title III High

Table 2: Regulatory Crosswalk Summary

Jurisdiction

Key Framework

CHC Compliance Mechanism

United States

HIPAA, HITECH, FIT21,
Stablecoin Regulation Act

Off-chain PHI, utility token classification,
compliance-by-architecture

Eu.ropean GDPR, EHDS, MiCA Federated consent, pseudor.lymlzed on-chain
Union data, e-money token compliance

. OECD Health Data Governance, Transparent governance, data equity,
International

WHO Digital Health Strategy

tokenized value aligned with global norms
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